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        iText Suite 8.0.2: Advancing PDF Functionality with PDF/A-4 Creation, Enhanced Digital Signing, and Customizable Annotation Flattening


  


  
    
                  This 8.0.2 release of iText Suite includes a ton of neat stuff, with Core support for PDF/A-4 creation, improved digital signing, and simple yet customizable annotation flattening. There's also updates to pdfHTML's advanced multicolumn support and flex containers, better font selection, and much more!
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                  iText DITO 2.3, the latest version of our collaborative PDF creation solution has just been released. Read on for details on what's new in this version.
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        Attacks on PDF certification, and what you can do about them


  


  
    
                  In May 2021, a group of researchers at the Ruhr University Bochum (RUB) published an IEEE symposium paper on problems with certification signatures in PDF. The authors’ findings are summarized on the PDF Insecurity website. Since iText’s products are often used as part of digital signing workflows (including to create certification signatures), we felt compelled to comment. In this blog post, we’ll take you through some background on these new attacks, and explain what you can do about them.
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                  Some tips and use cases for using PDF portfolios to package many different files in a single PDF
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                  With our 30-day free trial, you can test the iText programmable PDF library and discover how it fits your needs.
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                  Are you looking for an interesting job opportunity? 



Discover all current open job opportunities.
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      iText Software Receives ISO/IEC 27001:2017 certification

Tue - 05/18/2021



iText Software Receives ISO/IEC 27001:2017 certification for its Information Security Management Systems (ISMS) covering its products and treatment of customer’s confidential information within support.
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                  iText is the only PDF SDK technology provider to have achieved this certification.
            



      


  
    
                  BOSTON, MA – MAY 19, 2021 — iText, a global leader in innovative PDF technology, announced today that it has achieved the ISO 27001:2017 certification of its Information Security Management Systems (ISMS) covering its products and treatment of customers’ confidential information within support. iText considers this standard as a critical requirement and necessary investment to be able to support the rigorous data requirements and cyber security conformance of our growing base of Enterprise customers.


            



      


  



              
  
  

  
    
  
          


  

    
                  Why is this certification important?
            



      


  
    
                  Fallout from last year’s Solarwinds hack continues to roil the technology community. The attack has brought technology security standards into sharp focus. The International Standards Organization (ISO) and International Electrotechnical Commission (IEC) are international, non-governmental bodies which depend upon members to provide expertise, share knowledge and develop voluntary, consensus-based international standards for information security best practices. These standards enable organizations to manage the security of assets like intellectual property, financial information, personal details or information entrusted to third parties.


            



      


  



              
  
  

  
    
  
          


  

    
                  What does ISO/IEC 27001:2017 cover?
            



      


  
    
                  The ISO/IEC 27001:2017 certifications are widely adopted global security standards that set out requirements and best practices for managing company and customer information that are based on periodic risk assessments and are responsive to an ever-changing environment of threat scenarios. iText employees proudly serve the organization and contribute to setting these important standards. ISO 270001: 2017 is an optional accreditation that shows an organization is committed to and meets a certain level of information security maturity. 




In order to achieve the certification, a company must show that its technology displays a commitment to systematic and ongoing management of  information security risks that affect the confidentiality, integrity, and availability of company and customer information.

“We don’t simply support and live up to these standards, we actively contribute to their promulgation. That involvement sets iText apart in the market. Our customers’ trust is of the utmost importance to us and this certification is just the latest proof point of that commitment,” said Gary Fry, CEO of iText. 

This certification reinforces iText’s commitment to providing a secure code product while maintaining the security of customer confidential information within support. This widely recognized international security standard specifies that iText does the following: 

We systematically evaluate our information security risks, considering the impact of threats and vulnerabilities. 

We design and implement a comprehensive suite of information security controls and other forms of risk management to address customer and architecture security risks. 

We have an overarching management process to ensure that the information security controls meet the needs of ourselves and our customers on an ongoing basis. 




iText is fully GDPR compliant - read more here.  

View our ISO certificate here.
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          Ready to use iText?


      


  
    
                  As always, if you have any technical questions, you can contact support with your valid support subscription or head over to one of our community support pages on Stack Overflow to see if your question has already been answered for our open source AGPL users. 
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                  Still have questions? 


We're happy to answer your questions. Reach out to us and we'll get back to you shortly.
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          Join 11,000+ subscribers and become an iText PDF expert by staying up to date with our new products, updates, tips, technical solutions and happenings.
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