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        iText Suite 8.0.2: Advancing PDF Functionality with PDF/A-4 Creation, Enhanced Digital Signing, and Customizable Annotation Flattening


  


  
    
                  This 8.0.2 release of iText Suite includes a ton of neat stuff, with Core support for PDF/A-4 creation, improved digital signing, and simple yet customizable annotation flattening. There's also updates to pdfHTML's advanced multicolumn support and flex containers, better font selection, and much more!
            




  
    Read more
    
      
    
  

                        

  


            



  


  


                  
	
          Solutions
                                

  
        

      
  	
          Solutions placeholder
                                


                  







  
    
                  Solutions
            





  
    
                  
  

  
          


  
    
                  Solving all your document needs
            





  
    
                  PDF creation
              Automate document workflows
              Archiving digital documents with PDF/A
              Universal Accessibility with PDF/UA
              PDF Security
              Digital signatures
              Data extraction
              General Data Protection Regulation (GDPR)
              California Consumer Privacy Act (CCPA)
              Blockchain
              More
            



      



              
  

  
          


  
    
                  Solutions per industry
            





  
    
                  Solution tour
            



      



            



  



      


  
    
                  

  
  

  
    

      


  
    
                  


  
            


  
          Image

    
                    



            



      


            




      
  


    
        iText DITO 2.3 is now available


  


  
    
                  iText DITO 2.3, the latest version of our collaborative PDF creation solution has just been released. Read on for details on what's new in this version.
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        Attacks on PDF certification, and what you can do about them


  


  
    
                  In May 2021, a group of researchers at the Ruhr University Bochum (RUB) published an IEEE symposium paper on problems with certification signatures in PDF. The authors’ findings are summarized on the PDF Insecurity website. Since iText’s products are often used as part of digital signing workflows (including to create certification signatures), we felt compelled to comment. In this blog post, we’ll take you through some background on these new attacks, and explain what you can do about them.
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                  Some tips and use cases for using PDF portfolios to package many different files in a single PDF
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                  With our 30-day free trial, you can test the iText programmable PDF library and discover how it fits your needs.
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                  Are you looking for an interesting job opportunity? 



Discover all current open job opportunities.
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                  pdfSweep is an iText Core add-on for Java and C# (.NET) that removes (redacts) information from a PDF document in a reliable and secure way
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                  With just a few lines of code you can use the powerful PDF redaction capabilities of pdfSweep to irretrievably remove content. The following example will find and redact all instances of the word "Alice" in a document, regardless of casing:





	1
2
3
4

	try (PdfDocument pdf = new PdfDocument(new PdfReader(SRC), new PdfWriter(new_File(SRC, "redact")))) {
            final ICleanupStrategy cleanupStrategy = new RegexBasedCleanupStrategy(Pattern.compile("Alice", Pattern.CASE_INSENSITIVE)).setRedactionColor(ColorConstants.PINK);
            PdfCleaner.autoSweepCleanUp(pdf, cleanupStrategy);
}







	1
2
3
4

	PdfDocument pdf = new PdfDocument(new PdfReader(SRC), new PdfWriter(DEST));
ICleanupStrategy cleanupStrategy = new RegexBasedCleanupStrategy(new Regex(@"Alice", RegexOptions.IgnoreCase)).SetRedactionColor(ColorConstants.PINK);
PdfCleaner.AutoSweepCleanUp(pdf, cleanupStrategy);
pdf.Close();
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                  Here you will find the needed resources to install and use pdfSweep.
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                  Core capabilities of the iText pdfSweep redaction tool
            



    


  
    
                  pdfSweep intervenes as you edit a PDF document with iText Core's document stamping and watermarking tools. After adding a digital "blackout bar" over the sensitive text, image or part of an image, pdfSweep changes the document's rendering instructions causing the hidden content of your digital document to become impossible to extract. This works for both text and images, affording you full information security. 

Looking at the advantages of pdfSweep and the data security it offers, you may find it surprising that it only takes five lines of code to integrate pdfSweep into your document workflow.


            



    
    
      


  
    
                  More features
            



    

  


  
    


  
    
                    

  
    


  

    
                  
  


  
            


  
    
                    


            



      


            



    


  
    
                  Automatic removal of words and phrases
            



  
  
    


  
    
                  Remove text from a document, based on patterns like regular expressions.
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                  Offers you the ability to remove content as necessary, just like a digital black bar.
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                  As well as the visual appearance that is rendered when viewing or printing the PDF document, pdfSweep also takes care of the underlying rendering instructions and data structures to ensure the removed information is not retrievable.
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                  When content is partially covered by a redaction area, it is only partially removed, allowing you to remove selected parts of text and images.
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                  Why use iText pdfSweep?
            



    


  
    
                  pdfSweep is a highly efficient PDF tool for confidential data redaction.


Remove content from your digital documents irretrievably instead of just covering it up. You can also redact text, images, parts of images or drawings for complete confidentiality. iText pdfSweep complies with GDPR for data redaction.
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                  Use recurring data or data fields to automate redaction throughout any volume of documents, with a set of predefined patterns for common data such as social security numbers, account numbers, ID numbers etc... Define custom redaction areas using coordinates to redact any content within.
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                  As always, if you have any technical questions, you can contact support with your valid support subscription or head over to one of our community support pages on Stack Overflow to see if your question has already been answered for our open source AGPL users. 
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                  Still have questions? 


We're happy to answer your questions. Reach out to us and we'll get back to you shortly.
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